Catalogue of Criteria

for Trusted Digital
R‘!l- OHeS

4 ,.:'
- rs1qn 1
Or public co

~ -

| ,,,-ar dlished by
nestor Working Group
Trusted Repositiories - Certification

DT VoM

nestor-materials 8 w' g
*l

Bundesministerium
1iir Bildung
nnnnnnnn

urn:nbn:de:0008-2006060703






nestor - studies - 8

Catalogue of Criteria

for Trusted Digital Repositories

Version 1
(draft for public comment)

published by
nestor Working Group
Trusted Repositories - Certification

urn:nbn:de:0008-2006060703

Frankfurt am Main, December 2006






nestor - Network of Expertise in long-term STORage n e StD rn."

Working Group on Trusted Repositories Certification

Publication details

nestor.-.studies 8: nestor - Network of Expertise in long-term STORage / nestor Working
Group on Trusted Repositories Certification: Catalogue of Criteria for Trusted Digital
Repositories, Version 1 (draft for public comment), June 2006, Frankfurt am Main: nestor
c/o Deutsche Nationalbibliothek, urn:nbn:de:0008-2006060710

nestor Working Group -Trusted Repositories Certification

c¢/o Humboldt-Universitat zu Berlin, Universitatsbibliothek
Susanne Dobratz

Unter den Linden 6

D-10099 Berlin

Tel.: +49-30-2093-7070

Fax.: +49-30-2093-2959

E-Mail: dobratz@cms.hu-berlin.de

or

¢/o Bayerische Staatsbibliothek, Digitale Bibliothek
Dr. Astrid Schoger

80328 Miinchen

Tel.: +49-89-28638-2600

Fax.: +49-89-28638-2672

E-Mail: astrid.schoger@bsb-muenchen.de

nestor — Network of Expertise for Long-Term Storage and Long-Term
Availability of Digital Resources in Germany

c/o Deutsche Nationalbibliothek

Adickesallee 1

D-60322 Frankfurt am Main

Email Address: |za-info@langzeitarchivierung.de

Web: http://www.langzeitarchivierung.de

Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006 Page i



nestor - Network of Expertise in long-term STORage n e StD rn."

Working Group on Trusted Repositories Certification

Authors of Criteria Catalogue:

Dobratz, Susanne: Humboldt-Universitidt zu Berlin, University Library
Dr. Hanger, Andrea: Bundesarchiv Koblenz

Huth, Karsten: Bundesarchiv Koblenz

Kaiser, Max: Osterreichische Nationalbibliothek Wien

Dr. Keitel, Christian: Landesarchiv Baden-Wirttemberg

Dr. Klump, Jens: Geoforschungszentrum Potsdam

Rodig, Peter: Institut fur Softwaretechnologie, Universitat der Bundeswehr Miinchen
Dr. Rohde-Enslin, Stefan: Institut fiir Museumskunde Berlin

Dr. Schoger, Astrid: Bayerische Staatsbibliothek Miinchen

Schroder, Kathrin: Deutsche Nationalbibliothek / Bundesarchiv Koblenz
Strathmann, Stefan: Staats- und Universitatsbibliothek Gottingen
Wiesenmiiller, Heidrun: Wiirttembergische Landesbibliothek Stuttgart

For their suggestions we are also grateful to:

Dr. Beckschulte, Klaus: Borsenverein des deutschen Buchhandels, Landesverband Bayern
Dr. Korb, Nikola: Deutsche Nationalbibliothek

Dr. Lupprian, Karl-Ernst: Generaldirektion der Staatlichen Archive Bayerns

Dr. Schomburg, Silke: Hochschulbibliothekszentrum Kéln

Steinke, Tobias: Deutsche Nationalbibliothek

We would also like to thank the participants of the workshop held on 21 June 2005 in the
Bavarian State Library in Munich and those who took part in the specialist conference
held on 29 March 2006 at the German National Library in Frankfurt/Main.

Page ii Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006



nestor - Network of Expertise in long-term STORage ."
Working Group on Trusted Repositories Certification n e StD r.

Contents
LT N 3 R 1
IR 1o Y o Yo [ 't o TS 2
Long-term preservation of digital objects - BasiC CONCEPLS cevurrriniiiiiiieiiiiriii e eeeeeeeenees 2
Threats to the preservation of information, trustworthiness..........cccccoevvvivieieiieieeennnnnnn. 2
(DI Te 11 &= o] o] =T ol £ PP TR PTPPRRN 2
Y 1Y = o 1= PSRRI 2
(D To 11 = =Y T 13 1 oY Y2 2
Use by designated COMMUNITY ...ceuiiei i e e e e e e e e e e e eeaas 2
TrUSTWOITNINESS < eniiiiiiii ettt e et et e e e e e et e s e e e e s eaeansene s enennaens 3
The road to creating a trusted digital repoSitory .....c.cviiueiiiiiiiii e, 3
The nestor Criteria CatalOgUE .....c..iieiii et e e e e e e e e e e e e eaes 4
Basic principles for the derivation of Criteria ......cccocuviiiiiiiiiiiii e, 4
Y 013 1 7= L o Y 4
Conformity with OAIS termMinOlogy ...c..oveiuniiiii et eaas 4
Basic principles for application of Crit@ria.......ccceeuiiuiiiiiiiiiieieee e 4
D Jo Tl BT U= ¢ = L o]« PP 4
L= L] o= <] o Lo PP 4
2o L=T'o LU= oY S 4
YT 0T = 11 42N 5
The nestor Working Group on Trusted Repositories Certification..........cccceeveniiiiiiininennnnn. 5
II. Criteria CAtAlOGUE ....cieiiii ettt e et e e et e e e e e et e e e e e e e s e et e enaaeaeeaneaes 7
A.  Organisational frameWOTrK ........oou i e 7
2 O] o] [T 5 T Vg ¥ Ve 1= o' T=Y o | (N 15
C.  INfrastructure and SECUIILY ....cieuiie it e e e e e e e e e e e e e e enaans 27
L R G o= ) 29
IV. Glossary and abbreviations ..........vieiiiiiiii et eaas 33
RV 211 o1 T Y T =1 o1 1 /228U 35

Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006 Page iii






nestor - Network of Expertise in long-term STORage n e S t O r- .I:'

Working Group on Trusted Repositories Certification

SUMMARY

Digital information has become an indispensable part of our cultural and scientific heritage.
Scientific findings, historical documents and cultural achievements are increasingly being
presented in electronic form, and in many cases exclusively so. However, despite the irrefutable
benefits offered by digital content, there are a number of associated disadvantages. Users must
invest a great deal of technical effort in order to access such information. Underlying technology
continues to undergo development at an exceptionally fast pace and the rapid obsolescence of
access technologies combined with at times imperceptible physical decay of storage media
themselves represents a serious threat to preservation of the information content, both
contemporaneously and in the long term.

These circumstances have provoked questions of information trustworthiness. Information
producers and consumers wish to identify the memory organisations that are capable of ensuring
the authenticity, integrity, confidentiality and availability of digital information. Confronted with
the inexorable flood of digital objects, those responsible within the institutions are similarly
motivated to establish and communicate their trustworthiness whether it is to fulfil a legal
requirement or to simply survive within the market.

This is the main focus of the work of the nestor Working Group on Trusted Repositories
Certification. It identifies criteria which facilitate the evaluation of digital repository
trustworthiness, both at organisational and technical levels. The criteria are defined in close
collaboration with a wide range of different memory organisations, information producers,
experts and other interested parties. This open approach is the basis for achieving a high degree
of universal validity and practical applicability and facilitates broad-based acceptance of the
results of any evaluations conducted on the basis of these criteria. The present criteria catalogue
for public comment represents an important milestone on the road towards achieving the working
group's goals. The memory organisations should be given a well-constructed, coordinated and
practical tool for achieving and demonstrating their trustworthiness. However, the intention is
also to present the opportunity for repository certification within a standardised national or
international process as a formal endorsement of an organisation’s trustworthiness. The
document’s current draft also supports active participation in existing international
standardisation efforts.

This document begins by offering a brief introduction into the problems surrounding the long-
term preservation of digital objects. A description of key concepts and principles underpinning
the criteria catalogue follows, ensuring understanding and limiting ambiguity. The aims and
methods of the working group are then briefly outlined. The criteria catalogue itself follows this
introduction, in its full, unabridged form. The document concludes with a compact overview of
the catalogue in checklist format, and a glossary.

Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006 Page 1
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I. Introduction
Long-term preservation of digital objects - Basic concepts

Threats to the preservation of information, trustworthiness

Information in the form of digital objects faces numerous threats to its integrity, authenticity and security. In
the worst cases this can result in total lossaccessibility and usability. Physical aging of storage media,
separation of information from its original data carriers, and rapid changes in the technical infrastructure
required to interpret digital objects represent key challenges for long-term preservation.

The purpose of many digital repositories is to preserve information over long periods of time. Both
organisational and technical measures must be taken in order to counter these threats. Trusted digital
repositories will have their own targets and specifications. Their trustworthiness can be tested and assessed
on the basis of a criteria catalogue.

Digital objects

Within the context of this criteria catalogue, a digital object is a logically discrete unit of
information in the form of digital data. Data is a machine-readable and processable
representation of information in digital form (a sequence of bits, that is, zeros and ones). In order
to use the information this digital data must be interpreted (decoded).

Within this context ‘information’ covers all types of communicable knowledge content, including
works of intellectual creativity, results of research and development, and documentation of
political, social and economic events.

Digital objects are frequently organised into files. A digital object can be a single file (such as a
digital photo saved as a TIFF file) or several different, but related files (often described as a
complex object, for instance an electronic journal consisting of individual articles saved as PDF
files). In addition to the content data, a digital object may also contain metadata. Furthermore, a
file may incorporate a number of digital objects (for example. a database file).

The concept of the digital object presented here is based on the information model described in
the ReferenceModel for an Open Archival Information System (ISO 14721:2003, OAIS).

Metadata

Additional data may be supplemented with the content information in order to help identify,
search for, reconstruct, interpret or document the integrity and authenticity of the content and
manage its usage rights. Such metadata can be created at various times within the lifecycle of
digital objects (e.g. during production, archiving or provision for use). Metadata are interpreted as
being part of the logical "digital object" unit and can be physically linked to the content data, or
recorded separately

Digital repository

For the purposes of this criteria catalogue, a digital repository is defined as an organisation
(consisting of both people and technical systems) that has assumed responsibility for the long-
term preservation and long-term accessibility of digital objects, ensuring their usability by a
specified target group, or ‘designated community’. "Long-term" in this context means beyond
technological changes (to hardware and software) and also any changes to this designated
community. Once more, this definition of digital repository is based on that introduced within the

OAIS Reference Model.

Use by designated community

Future use is contingent not only upon the integrity, authenticity, confidentiality and availability of
the digital objects being preserved, but also on the designated community being able to continue
to understand and use the digital objects. Legal or organisational changes and technical
developments can result in changes within the designated community and intheir needs and
expectations. A digital repository must therefore monitor these changes and react accordingly.

Page 2 Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006
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Trustworthiness

Trustworthiness is the capacity of a system to operate in accordance with its objectives and
specifications (that is, to do exactly what it claims to do). From an IT security perspective, the
fundamental considerationsare integrity, authenticity, confidentiality and availability. IT security is
therefore an important prerequisite for trusted digital repositories.

There is great diversity within existing and emerging digital repositories, as can bedemonstrated
with the following typical examples:

Example 1: A large academic library with responsibility for continually growing collections of
digital publications from publishers and official sources, for scientifically relevant Internet
resources and for the results of digitisation projects. The designated community for this digital
repository is the general public. There are many different producers including publishers,
digitisation centres, and private individuals etc. This repository might also carry out long-term
preservation services for smaller institutions. It may also be part of a network which permits
cooperation with other libraries and grants users uniform access to cooperatively organised
resources.

Example 2: A university library that, in addition to commercial scientific literature, also maintains
elLearning modules, university publications, and publications by university staff members. Within
this example the users are the students and the university employees. The producers are mostly
university staff members.

Example 3: A research institution that generates and archives large quantities of specialist data.
Its designated community consists of scientists with the necessary specialist knowledge for
interpreting this data.

Example 4: An archive that stores electronic documents from administrative organisations on the
basis of legal archive requirements. In addition to the general public, its main designated
community is the producers. Use may be prohibited over longer periods by means of protective
rights.

Example 5: A museum that manages the digitisation of museum objects and also original digital
art. Users are the general public, art experts, and artists.

Example 6: A service provider that carries out long-term preservation contract work for other
institutions and their collections. The institutions themselves are responsible for building up the
collections; the service provider offers reliable preservation of the digital objects, ensuring their
ongoing availability and usability.

The road to creating a trusted digital repository

A long-term digital repository is a complex interrelated system. Implementation of the individual
criteria must always be undertaken in the light of the objectives of the overall system. Both
realisation of the long-term digital repository as a whole and the fulfilment of individual criteria
are multi-stage processes:

1. Conception

2. Planning and Specification

3. Realisation and Implementation

4. Evaluation

These steps should not be regarded as a rigid phase model. Rather they must be repeated at
regular intervals as the result of continuous improvements. Quality management is deployed to
monitor this development process.

Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006 Page 3
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The nestor criteria catalogue

Users of the Criteria Catalogue

The present criteria catalogue is principally aimed at memory organisations (archives, libraries,
museums) and serves as a manual for devising, planning and implementing a trusted digital long-
term repository. It can also be used at all stages of development for self-checking.

In addition, this catalogue is intended to provide guidance to all institutions currently
administering archives, commercial and non-commercial service providers, and third party service
providers.

Basic principles for the derivation of criteria

Abstraction

The aim of this catalogue is to formulate criteria that can be used for a broad spectrum of digital
long-term repositories and that will retain their validity over a longer period. The assumption is
that a selection of relatively abstract criteria is appropriate. The criteria are each accompanied by
extensive explanations and concrete examples from different fields. The examples are state-of-
the-art in terms of technology and organisation, although in some cases they may only make
sense within the context of a particular archiving task. They make no claim to being exhaustive.

Conformity with OAIS terminology

The OAIS reference model [CCSDS: Producer-Archive Interface Methodology - Abstract Standard,
Blue Book, 2004] together with its functional entities and information model serves - where
possible - as the basis for providing common terms and for structuring the criteria catalogue. The
OAIS is used to describe the core processes from ingest of the digital objects into the digital
repository, via archival storage through to usage; on the other hand it is also used to describe the
life cycle of digital objects from the producer via the digital long-term repository through to the
user. For this the following information units have been considered: Submission Information
Package (SIP) for ingest, Archival Information Package (AIP) for archival storage and Dissemination
Information Package (DIP) for access.

Basic principles for application of criteria

Documentation

The objectives, basic concept, specifications and implementation of the digital long-term
repository should be documented. The documentation can be used to evaluate the status of
development both internally and externally. Early evaluation can serve to avoid errors caused by
inappropriate implementation. Correct documentation of workflow also allows ™ verification of any
evaluatory conclusions. All quality and security standards must also be suitably documented.

Transparency

Transparency is achieved by publishing appropriate parts of the documentation. External
transparency for users and partners enables these stakeholders to themselves gauge the degree
of trustworthiness. Transparency afforded to producers and suppliers enables these groups to
determine to whom they wish to entrust their digital objects.

Internal transparency facilitates reflective self-assessment by the operators, backers, management
and also employees With respect to sensitive or confidential documentation (e.g. company
secrets, security-related information), transparency can be restricted to a specified group, such as
certifying auditors

The principle of transparency relates closely to trust as it permits interested parties to make a
direct assessment of the quality of a digital repository.

Adequacy

The principle of adequacy derives from the fact that the conception of absolute standards is
somewhat unfeasible; rather that evaluation is always based on the objectives and tasks of the
individual digital repository concerned. The criteria have to be related to the context of each
individual archiving task. Individual criteria may therefore prove irrelevant. Depending on the
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objectives and tasks of the digital repository, the required degree of compliance for a particular
criterion may differ.

Measurability

In some cases - especially with regard to long-term issues - there are no objectively measurable
characteristics. In such cases we must instead rely on indicators that demonstrate the degree of
trustworthiness. Again, transparency makes the indicators accessible for evaluation.

The nestor Working Group on Trusted Repositories Certification

The nestor Working Group on Trusted Repositories Certification has been established within the
BMBF (Federal Ministry of Education and Research) sponsored nestor project in order to define a
first catalogue of criteria for trustworthiness and to prepare for the certification of digital
repositories in accordance with nationally and internationally coordinated procedures. The
members of the working group represent a range of communities including libraries, archives,
museums, research institutions, publishing houses, software developers and certifying agencies.
The current status of long-term preservation provides the basis for developing evaluation criteria
which are realistic within the context of contemporary organisations and technology. In order to
gain an overview the working group surveyed a representative selection of institutions such as
libraries, archives, museums, research institutions, publishing houses, companies, broadcasting
corporations and weather forecasting services on the status of their long-term preservation
activities. The questionnaires used can be downloaded from the Working Group on Trusted
repositories Certification - section of the nestor portal1. The results of the survey demonstrated
that the procedures and the organisational systems used are highly heterogeneous and that, in
many cases, no standards exist as yet.

A related workshop was held by the working group on 21 June 2005, and was attended by
roughly 70 representatives from a variety of areas. It provided further evidence that in Germany,
scarcely any guidelines, methods and tools are available which are suitable for daily use and
which support the systematic construction and operation of digital repositories. This was
particularly apparent from the audience’s demands for a criteria catalogue to serve as an
orientation and self-check tool in the design, planning and implementation of digital repositories.

A first draft of the nestor criteria catalogue was presented and discussed on 29 March 2006 in an
expert round table meeting involving roughly 50 participants. The overall aims of the criteria
catalogue, the principles on which it is based and also the catalogue itself met with broad-based
acceptance. Suggestions made during the expert round table were then fed into the current
version. Participants welcomed each of the standardisation and certification outcomes
identifiedby the working group.

The nestor catalogue has been compiled mainly for application in Germany, however it is also
being discussed and standardised within the international context. It is crucial to identify
generally valid criteria amongst the specific, national conditions. These lie, among other areas,
within the legal framework, the provision of public institutions with adequate financial and human
resources, the national organisational structure and the status of national development in the
field of digital long-term preservation.

1 http://www.langzeitarchivierung.de/ag-repositories

http://nestor.cms.hu-berlin.deftiki/tiki-index.php?page=wg-repositories
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The nestor criteria catalogue takes into consideration national and international approaches and
findings such as the DINI Certificate for document and publication servers [Dokumenten- und
Publikationsserver der Humboldt-Universitat zu Berlin: Ziele und inhaltliche Kriterien, 20061, the
RLG-OCLC report "Trusted Digital Repositories: Attributes and Responsibilities" (May 2002) [RLG
Working Group on Digital Archive Attributes (2002): Trusted Digital Repositories: Attributes and
Responsibilities] and the draft "Audit Checklist for Certifying Digital Repositories" (2006) [RLG
NARA Task Force on Digital Repository Certification (2005): Audit Checklist for Certifying Digital
Repositories] published by the RLG/NARA Task Force. Audit Checklist for Certifying Digital
Repositories]. The working group is also in contact with the RLG/NARA Digital Repository
Certification Task Force2, the Digital Curation Centre3, the EU project "Digital Preservation
Europe"4 and the DELOS Digital Preservation Cluster5

In order to develop a broadly accepted criteria catalogue, nestor needs input and comment from
the institutions that are affected or have an interest. For this reason the working group adopted
an open procedure from the outset to tackle the problems jointly and to involve all interest
groups from an early stage.

The aim of the public invitation to comment upon this criteria catalogue, in which a large number
of suggestions have already been incorporated, is to create a solid and practical foundation for

developing an evaluation and certification procedure. This task is to be continued in the follow-on
project "nestor II" which will include national and international standardisation activities.

For reasons of brevity the term "digital repository" is abbreviated to "DR" in the catalogue below.

The following overview shows the structure of the criteria catalogue:

Criterion

General explanation of the criterion

Examples, comments, notes from different application areas, with no claim to
exhaustiveness

Literature related to this criterion

2 http://www.rlg.org/en/page.php?Page_|D=367.
3 http://www.dcc.ac.uk/.

4 http://www.digital preservationeurope.eu/.

5 http://www.dpc.delos.info/.
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nestors™

Il. Criteria catalogue

A Organisational framework

The digital repository acts within an organisational framework that is determined by the definition

of its goals, the legal context and the staffing and financial resources available.

1 The digital repository has defined its goals.
The DR should have a clear conception of its objectives. It has determined which
tasks it fulfils, and which principles it observes in doing so. This is crucial, as
trustworthiness is not an absolute term, rather it depends on the goals of the
particular DR. Following the principle of adequacy, evaluation of the individual
criteria is always based on the specific goals. The DR ensures that its objectives
are transparent so that others - most notably users and producers - can
themselves gauge the repository’s trustworthiness. (The goals are often
published in the form of a "policy".)
[PANDORA: The purpose of the PANDORA Archive, 2006]
[Oxford Digital Library: Background, Services, Principles and Guidelines,
2006]
[Dokumenten- und Publikationsserver der Humboldt-Universitat zu Berlin:
Ziele und inhaltliche Kriterien, 2006]
[National Archives: Custodial policy for digital records, 2006]
[Erpanet: Erpanet-Tagung "Policies for Digital Preservation”, 2003]

1.1 The digital repository has developed criteria for the selection of its digital

objects.

The DR should have laid down which digital objects fall within its scope. This is
often determined by the institution's overall task area, or stipulated by laws. The
DR has developed collection guidelines, selection criteria, evaluation criteria or
heritage generation criteria. The criteria may be content-based, formal or
qualitative in nature.

In the case of both state-owned and non-state-owned archives, the formal
responsibility is generally derived from the relevant laws or the entity
behind the archive (a state-owned archive accepts the documents of the
state government, a corporate archive the documents of the company, a
university archive, the documents of the university).

German National Library law - draft law approved by Bundesrat, Article 2
Tasks and authorisation:

The Library is tasked with:

1. collecting, making an inventory of, analysing and bibliographically
recording a) originals of all media works published since 1913 and b)
originals of all foreign media works published in German since 1913, and
ensuring the long-term preservation of these works, rendering them
accessible to the general public, and providing central library and
national library services.

Supported by the state libraries, the Baden-Wirttemberg online archive
(BOA - http://www.boa-bw.de/ ) collects net publications .."which
originate in Baden-Wirttemberg, or the content of which is related to the
state, its towns and villages or inhabitants."

The Oxford Text Archive http://ota.ahds.ac.uk/ collects "high-quality
scholarly electronic texts and linguistic corpora (and any related
resources) of long-term interest and use across the range of humanities
disciplines”. The website contains a detailed "collections policy™.

The document and publication server of the Humboldt University in Berlin
collects "electronic academic documents published by employees of the

Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006 Page 7


http://www.boa-bw.de/
http://ota.ahds.ac.uk/

nestor - Network of Expertise in long-term STORage
Working Group on Trusted Repositories Certification

12

13

21

Page 8

Humboldt University" http://edoc.hu-berlin.de/e_info/leitlinien.php.

[Erpanet: Erpanet "Appraisal of Scientific Data" conference, 2003]

[Interpares Appraisal Task Force: Appraisal of Electronic Records: A
Review of the Literature in English, 2006]

[Wiesenmuller, Heidrun et al.: Auswahlkriterien fUr das Sammeln von
Netzpublikationen im Rahmen des elektronischen Pflichtexemplars :
Empfehlungen der Arbeitsgemeinschaft der Regionalbibliotheken, 2004]

The digital repository assumes responsibility for long-term preservation of
the information represented by the digital objects.

The DR explicitly declares its responsibility for the long-term preservation of the
digital objects collected as described under 1.1. Long-term preservation here
means permanent retention of the usability of the information represented by
the digital objects (cf. the OAIS information model).

Formulation on the website of the Internet Archive
http://www_archive.org/about/about._php: "The Internet Archive is working
to prevent the Internet (...) and other "born-digital” materials from
disappearing into the past. Collaborating with institutions including the
Library of Congress and the Smithsonian, we are working to preserve a
record for generations to come."

Formulation on the website of the Oxford Digital Library
http://www.odl .ox.ac.uk/principles.htm: "Like traditional collection
development, long-term sustainability and permanent availability are
major goals for the Oxford Digital Library."

The digital repository has defined its designated community(ies).

The general definition of the framework for a DR involves defining the
designated community(ies)/designated community. This includes knowledge of
the specific requirements of the designated community(ies) influencing the
selection of the services to be provided.

If the designated community or its requirements change over time, the DR
should respond by adapting its services.

Possible designated communities include:
= Employees of an official body, a research institute etc.
= Scientists working in a particular discipline
= The general public

The digital repository grants its designated community adequate usage of
the information represented by the digital objects.

The DR should regard its primary task as ensuring the current and future use of
the information represented by the digital objects on the part of its designated
community. Use of the digital objects relies on their preservation, their
accessibility and their understandability. Use may be adequate despite legal
restrictions(c.f. 3.3.) loss of some characteristics of the original (c.f. 9.2.).

So-called "dark archives" are established with no external access; they
will only be used if the primary archive is rendered non-functional for
whatever reason. In the event of such a crisis, use must then be
guaranteed.

The digital repository ensures its designated community can access the
digital objects.

Catalogue of Criteria for Trusted Digital Repositories Version 1 December 2006
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The DR should ensure that authorised users have access to the digital objects.
This includes the provision of adequate research opportunities. When
determining its service portfolio, the DR takes considers the needs of its
designated community into account. The DR announces in advance its conditions
of use and any costs whichcosts that may arise, listing documentedthese in a
transparent manner.

Access can mean:

= Accessing the digital objects

= Creating or supplying an analogue copy (e.g., as print-out by
the user or in the form of a print-on-demand service)

= Creating or supplying a digital copy (e.g. download to a
storage medium by the user, email delivery)

= Creating interfaces to permit access via other systems to the
digital objects.

2.2 The digital repository ensures that the designated community can interpret
the digital objects.

The DR should take appropriate measures to ensure that the digital objects can
be interpreted on a long-term basis, thereby creating the basic requisites for
adequate usage. This includes the ability to interpret both content and metadata.
In ensuring this, the DR should consider the needs of its designated. The more
specialised the designated community, the more know-how and technical
equipment (such as specialist software) is required, or the repository must
demonstrate greater willingness to provide additional equipment (for example,
the installation of plug-ins).

Changes to the technical environment or the designated community can
influence the interpretability of objects. The DR should therefore check at
regular intervals, using appropriate procedures, to determine whether the
objects are still interpretable by the designated community.

Possible measures include:

= Conversion into a current standard format

= Provision of emulation software (e.g. open source DOS
emulator "DOSBox'™)

= Provision of representation information: e.g. documentation
of data structures and field content to ensure that users can
transfer data from specialist applications (databases) into
the respective current database applications

= Provision of instructions for use, installation instructions,

help texts

= DR carries out research or evaluation work as (charged)
service

= Checking of interpretability on the basis of regular spot
checks

= Provision of a feedback form with which users can register
interpretation problems
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Legal and contractual rules are observed.

The DR's actions should reflect legal regulations. These may cover the
acquisition of the digital objects and also their archiving and use. The DR should
strike a balance between the legitimate interests of the producers and those of
the users and also, where applicable, the individuals concerned (in the case of
person-related data).

[Solicitors Goebel and Scheller (Bad Homburg v.d.H.): nestor - materialien 1:
Digitale Langzeitarchivierung und Recht, 2004]

31 Legal contracts exist between producers and the digital repository.

In order to ensure planning and legal security the DR, where possible, should
conclude formal agreements with the producers or suppliers. The nature and
scope of the delivery, the DR's archival obligations, the conditions of use and,
where applicable, the costs should be legally defined. The legal agreements
should be supplemented with concrete implementation provisions. If it is not
possible to conclude a formal agreement, the grounds for this should be given.

Possible agreements include:

1. Laws, ordinances: law of obligation, archive laws: law governing the
German National Library - draft law approved by Bundesrat,
https://www.umwelt-online.de/PDFBR/2005/0396_2DO05.pdf

2. Contracts, agreements:

Licence agreements (cf. archiving clause in JISC model contract for
electronic journals:
http://www.nesli2.ac.uk/NESLi2_licence_journals_final011003.htm)

Framework contracts (cf. DDB framework contract with Borsenverein des
deutschen Buchhandels),
http://deposit.ddb.de/netzpub/web_rahmenvereinbarung.htm

contracts of custody, archiving agreements, archiving and usage permits
(cf. Austrian National Library(), http://www.onb.ac.at/about/l1za/

Such an agreement, or its implementation clauses, define e.g.:

a) in which form the cooperation between producer / supplier and the DR
should take; how feedback is organised.

b) Type and scope of supply:

Scope, schedules, acquisition procedure (data carrier, file transfer via
networks, upload, download), file formats, other file properties (e.g.-
without active elements), additional information (e.g. the content and
structure of descriptive metadata, SXL schema etc).

c) DR obligation:

Time of assumption of legal responsibility, duration of archiving, use of
preservation measures (multiple copies, change-causing actions e.g.
during migrations), significant characteristics.

d) Conditions of use:
designated communities, services offered, usage rights, costs.

There is no possibility of a formal agreement regarding the archiving of
STASI documents as neither the rights holder nor a legal successor
exists.
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3.2 In carrying out its archiving tasks, the digital repository acts on the basis of
legal rulings.

The DR should take legal requirements and contractual obligations into
consideration regarding its archival storage and the use of preservation
measures.

Restrictions imposed on archival storage by copyright can e.g. be
countered by explicit agreements on the right to multiple storage, file-
altering actions etc.

3.3 With regard to use, the digital repository acts on the basis of legal requirements.

The DR should take legal requirements and contractual obligations into consideration
regarding the use of digital objects. If this results in restrictions to their use, the reason(s)
for the restrictions should be documented.

Legal requirements which can influence use include copyright, data protection, other legal
regulations (e.g. periods of copyright for archives), contractual obligations or the contractual or
legal purpose-tying of use.

Restrictions on use can be countered in some cases by controlled access to the digital objects.
For the observance of copyright restrictions this could involve registration, exclusive use on the
premises or on the Intranet or through charged usage/billing models. Separate declarations of
commitment or the issue of anonymised user copies are possible options for compliance with data
protection and archive regulations.

4 The organisational form is adequate for the digital repository.

The digital repository should be organised in such a way that it can fulfil its
short, medium and long-term goals. Its effectiveness and sustainability should
facilitate evaluation by users and producers. This evaluation is based on the
following points.

[Erpanet: Erpanet-Tagung BusinessModelsrelatedt